THE UNIVERSITY OF SYDNEY
MATH3925 PuBLIC KEY CRYPTOGRAPHY

Semester 2 Exercises and Solutions for Week 2 2004

1. Let G be an abelian group of order p”¢"™ for primes p and q. What are the possible
dimensions of G[p] and GJqg| as vector spaces?

Hint: Show that G = G; x Gy where Gy = [¢"](G) and Gy = [p"](G). Prove
that |G1| = p™ and |G5| = ¢™, then consider the possible p-torsion and g-torsion
subgroups in each of G; and Gbs.

Solution Since G has order p™q¢™, it follows that
P"]lg"™] = la™lp"] = [p"¢"] = [0]

on G. In particular [p"](G;) = {e} and [¢™](G2) = {e}, so G and G must therefore
have orders p™ and ¢™. These subgroups are called the p-subgroup and g-subgroup
of G, respectively.

From the classification of finite abelian groups, the only possible group structures
for G; must therefore be

G =7Z/p*"Z x ---L]p*Z,

were s1 < --- < s and n = s; + --- + s;. Precisely the possibilities range from the
cyclic group Z/p"Z at one extreme to the full p-torsion group

L]pZ X L|pZ X -+ X L|pZ = L] pZ".

The possible p-torsion subgroups G[p] = G;[p| can therefore be isomorphic to Z/pZ
in the cyclic case to Z/pZ". So, as F,-vector spaces, every dimension from 1 to n is
possible. The possible structures for G[q] = G5[q] are analogous.

2. Let n = 1547 and let g; = 2, go = 3, g3 = 5, and g4 = 11 in Z/nZ".

a. Verify the relations g1 g5 = g3 9%, 97 92 = 93 94, 97 9i = 95, and g7 g3 g3 = g5.
b. Let ¢ : Z* — Z/nZ* be the homomorphism taking the standard basis to the
generators {gi, g2, g3, 94}. What is the kernel of ¢7

c. What is the order and what is the exponent of the group Z/nZ*?
d. Determine the dimension r of Z/nZ*[3] as a vector space over Fs, and define
an isomorphism from F} with Z/nZ*[3].

Solution

a. The identities are each easily verified — for instance the first, 2 -5 = 35 - 112
modulo 1547, follows from 3% - 112 = 2 -5 4 18 - 1547.



b.

By rearranging the identities to relations of the form g1 g5%¢3°gy* = 1, we read

off elements (n1,ng, ng,ny) of the kernel. This gives a matrix

1 -5 1 =2
3 1 -3 —4
6 -2 0 2
3 5 3 -2

whose rows are elements of the kernel. The determinant of this matrix is —1152,
which is, up to sign, the order of Z/1547Z* = Z/TZ* x Z/137Z* x Z/17Z*. We
conclude that the relations give a complete set of generators for the kernel.

. The group order is 1152, as determined above, and the exponent is the least

common multiple of each of the orders of the cyclic factors. These are 6, 12,
and 16, so the exponent is 48.

Considering again the cyclic factors, there is a contribution to the 3-torsion
subgroup from Z/7Z* and from Z/137Z*. Thus the dimension of the 3-torsion
subgroup is 2. Since 2 generates Z/77*[3] and 3 generates Z/13Z*[3], we solve
the two sets of Chinese remainder congruences

z=2mod7 x=1mod13 z=1mod 17
y=1mod7 y=3mod13 y=1mod 17

to find x = 443 and y = 120. The 3-torsion subgroup of Z/15477* is therefore
{z'y’ . 1,7 € F3}, so the map

@ : F3 — 7Z./15477%[3)

given by (7, 7) = z'y’ is an isomorphism.

3. Let n be the Mersenne number 22 — 1 = 536870911.

a.
b.

Prove that |Z/nZ*| is divisible by 29.
What does the following Magma code do?

Z := Integers();
R := ResidueClassRing(N);
a := (R!3)729;

for r in [1..80] do
printf "%3o: %o\n", r, GCD(Z!(a"r-1),N);
end for;

. Now consider the set of 19 generators

{-1,2,3,5,7,11,13,17,19, 23,29, 31, 37,41,43,47,53,59, 61}
inside of the group Q*, and label them ¢y, ..., g19. These define a map

7Y — 7./n7",



by the map (ny,...,n19) — ¢1" - - - g19°, for which we find a matrix of 2-torsion
relations

100 0000000O0OO0O0O0O0OOOO0OGO

0—4 0-203344226445>54743

1 1-4 2233522665555 05505

0-2-1-3340415562233343
That is, for any row (ng,...,n19) we have

19

Hgf’“ = 1 mod n.

i=1
Suppose that n = pg, with GCD(p, ¢) = 1, so that
Z/nZ = 7./pZ x L] qZ.
We hope that a 2-torsion element wu satisfies
u =1 mod p but v # 1 mod gq.

If such is the case, then p| GCD(u — 1,n) # n and we have found a nontrivial
factorization. In particular, the second line of this relation matrix gives the
equality:

(245%)" = (11°13°17419%23229%31°37%41443°47453759*61°) * mod n
from which we can derive the factorization
GCD(n, 2*5* — 11°13%17*19*23%29731°3744143°47*53759%61%) = 1103.

Compute the other factorizations determined by the 2-torsion relations.

Solution

a. The form of n implies that the element 2 of Z/nZ* has order 29, which must

b.

therefore divide the group order.

The statement printf specifies a formatted printing — three digits of r are
printed, then a colon, then the result of the GCD is printed. The GCD will be
divisible by p if and only if a” = 3%°" = 1 mod p. Since 2 # 1 mod p for any
prime p, we know that 29 must divide p — 1 = |Z/pZ*| for any prime divisor of
n. The GCD picks out the largest divisor m of n for which 3 has order dividing
297 in Z/mZ*.

The first nontrivial divisor, 233, of n is found with the value r = 8. Since
233 — 1 = 8- 29, by Fermat’s Little Theorem, the equality 3%%° = 1 mod 233
holds. The next nontrivial factor, 1103, is found for r = 19.

. The first line is the relation —12 = 1, which determines no factorization of n,

but the the third and fourth lines determine factors 256999 and 2089.



